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O cebe

«  [unpektop punuana komnaHum KnbepnpotekT B . IHHOMonuc
*  KoHcanTuHroBble NpoekTbl (BcemMmnpHbin 6aHK)

Owupektop UAT PT

Pykosogutenb LUO[ lNpasutensctea PT

*  CwucTteMHbI agMuHUCTpaTop, Beb-pa3paboTymk
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Xpyl'l KOCTb UEHTPArIM30BaAHHbLIX CNCTEM

&
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ObbeM pOCCUNCKOro pbiHKa KnbepbesonacHocTu, mnpa pyo.

+24,00%

MNporHos CAGR 2022-2027 rr.
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160,00

OTyeT cekTopa aHanUTUYeCKNX nccrnegosaHunin YHmeepcuteta MHHononue, 2023
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Moxem nn Mbl rapaHTupoBaTb besonacHocTb Hawunx NC?

Ob6wee konn4ecTBO ycnelHbIX knbepatak 3a 2021-2022 rr.

2921
2418

2021 2022

WcTouHuk: Positive Technologies, 2023
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ObbABNEHME YPEIBLIYANHOIO MOSIOXKEHUS
[MpaButenscTBomMm KocTta-Puku, manm 2022 .

A NEWS SRAELHAMASWAR HURRICANEOTIS ~SPEAKERFIGHT POLITICS US.NEWS WORLD NECNEWSTIPLINE BUSINESS

Costa Rica declares state of emergency over
ransomware attack

Hackers crippled computer networks across multiple government agencies, including the
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Knbep yctonunBocTtb

Kubep 3awura Kubep yctoitunBocTb

HanpaBneHa Ha
HanpaBneHa Ha o obecrneyeHune

npepoTBpalleHmne NPOAOIXKEHNSA
YCTIEWHON dTaky (YHKLMOHMPOBaAHNA NpK
ycrnewiHow aTake
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Kubep yctTonumBocCTb

1. Hanwnuune nnaHa BocctaHoneHusa AT nHdppactpykTypbl
BunaHec npoLeccos.

2. Hanwnune pesepBHOM Konnmn Bcex KrodeBbiX MC 1 gaHHbIX.

3. Hanwuyne nnaHa KOMMyHMKaUUn B MHPOPMaLNOHHOM
NPOCTPAaHCTBE Npu 3Ha4YnmbIX nHUMaeHTax b ansa
COXpaHeHUs1 JOBEPUS KITMEHTOB 1 OBOLLIECTBRA.
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Kubep W Kubep

3almTa ¥t YCTOMYUBOCTD
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UTo Ham bonblue Bcero yrpoxarsno B 2022 .

Tunbl BpeaoHocHoro MO (gons ycnewHbix atak ¢
MeToabl atak (gons ycneLHbIX aTak) ncnonb3osaHnem BIMO)

E— e

ColmanbHast MHXeHepus 43%

BMNO ansa ynaneHHoro ynpaeneHus 28%
QycnnyaTtauus ysa3suMocTein 0
ycnnyaraumst y. 34% 3arpyaumk 19%
KomnpomeTaumst y4eTHbIX AaHHbIX 17%
LLInvoHckoe MO 13%
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Kak sawmntuntbcsa ot wndpoBanbLMKOB

Knbep 3awwuta Knbep ycTonunBocTb

. Ncnonb3oBaTb aHTUBMPYChI U
NecoYHULbI

. BecTy MOHUTOPUHT COBbLITUI B
NT-nHdpopacTpykType

. PerynsipHo ycTaHaBsnmBaTtb
obHoBneHnua ansa NO

[MpoBOaUTL perynapHoe
pe3epBHOE KonnpoBaHue

PaspaboTtaTb nnaH
BoccTaHoBneHus NT-

NHJPACTPYKTYpPHbI
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cyberprotect.ru

B Anmas Banuynnus
almaz@cyberprotect.ru
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